Increasing Integration of Data-driven
Analyses in Operational Activities

through Knowledge Manageme

= "ot
T

Thushara Gunda, Munaf Aamir, Sasha Outkin

civar Sscunly Adbmuniraion

Sandia National Laboratories is a multimission
laboratory managed and operated by National
Technology & Engineering Solutions of Sandia,
LLC, a wholly owned subsidiary of Honeywell
International Inc., for the U.S. Department of
Energy’s National Nuclear Security
Administration under contract DE-NA0003525.
SAND2021-6437 C



2 I Acknowledgements

Natalia Herrera
Arthur Willhite
Lynita Bosey
Nenita Walther
Sandra Gonzales
Patrick Carlson
Adrian Perez
Casey Richardson
Brian Anderson
Adam Neal

Nicole Jackson



3 | Outline

Motivation
Problem Definition

Methodology & Results
° Data Collection and Processing
> Machine Learning
°> Data Visualizations

Concluding Remarks



Motivation

Reducing the frequency and
severity of incidents of secutity
concern (IOSC) 1s a priority for
many institutions

Much has been to done to
develop analytics for

characterization or prediction of
IOS8Cs

Challenges remain for
integration of analytics into
operational activities
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Figure 3.1: Typical Security Incident Response Cycle

Grispos, 2016

Immediate Unable to

Causes

Risk

Management

Failures

Poor Safety

Culture

meet tighter
criteria for
landfill

Inadequate
containment
facilities

Improper
control of

waste

Goh et al., 2010




Latest Organization
5 Weaknesses

Error Precursors

Initiating Action

Typical Incident Cycle

Process Adjustments

Problem == =========== Investigation
Definition




Problem
Definition

Latest Organization
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Error Precursors
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Initiating Action

Integrated
Assessments

I Process Adjustments Process Adjustments |

Integrated Assessments
aim to reduce incident
occurrence by identifying
and assessing incident
precursors for specific
organizations and provide
training on any issues
that have been identified.
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Integrated Assessments
aim to reduce incident
occurrence by identifying
and assessing incident
precursors for specific
organizations and provide
training on any issues
that have been identified.

Challenge: How can data
science help us better
choose organizations
which might be at higher
risk of having an incident?



s I Methodology: Knowledge Management Framework

PEOPLE TECHNICAL TOOLS PROCESSES

(Rubenstein-Montano et al., 2001)
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0 | Data Processing
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Machine
Learning

70-30 train-test
| 0-fold cross-validation

Model evaluations
prioritized accurate true
positive (sensitivity), true
negative (specificity), and
distinction between a true
positive and false positive
(using receiver operating
characteristic; ROC)

Implemented in R

s Algorithms

« Random Forest
e Generalized Linear Model
e Gradient Boosted Trees

mm Sampling Protocols

e Down
e Smote
e Rose
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Machine Learning Results
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»'The random forest model consistently outperformed the gradient-boosted model and generalized linear
model across all three model evaluation metrics



13

Machine Learning Results

| | | . ~ 02 03 04 05 06 07 08 | | | |
ROC Sens Spec

Down H E - H -
Smote H @H
Rose H~ H

02 03 04 05 0.6 0.7 08 | | | | | " 02 03 04 05 06 0.7 08

»Down sampling had higher sensitivity rates while smote sampling had higher specificity rates.

»Down and Smote sampling had comparable ROC values



Machine
Learning
Selection

Based on performance
accuracy and prioritization
for true positives...

m Algorithms

« Random Forest

Sampling Protocols

e Down




s | Data Visualizations

b) Variable Descriptions

c) Algorithm Results d) Algorithm Performa nce

“Algorithm Results”
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Summary of Process

DATA ANALYSIS PROCESS

O _.
R%a Data peR FOrecast
Processing AReY Model
warehouse data needed filter and normalize data generate security risk
to make predictions to aide in model creation for organizations

Ideal

(

-

DECISION MAKING PROCESS

jOrganization | Data
Selections o Analysis Visualization
select organizations utilize “Org Profiler” and explore risk for I0SCs
for IAs additional security datasets for all departments

)

Automated pipeline that automatically ingests/processes data and executes algorithm

Have two visualizations to support model development and organization selection activities
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Knowledge DATA TOOLS  ANALYSES

Management:

C O ntl nuous Individual Databases Shiny Visualizations Forecast I0SC Risk
Improvements
Central Repository Server Implementation Pattern Analysis

Additional Datasets Package Development Causal Evaluations




18 I Concluding Remarks

» Knowledge management is key to successful tailoting
technical tools to match operational needs

° Leverage existing knowledge (theory, SMEs)

> Consider people and processes (environments,
presentation styles)

» Follow best practices where possible (both data and
software!)

o Findable
o Accessible
o Interoperable

> Reproducible

» Continuous improvements are patrt of the process
° Extending visualizations
> Updating analyses
° Revising metrics used for assessment

o

...0f the people,
by the people,
for the people

Integration activities and
process updates improve
knowledge transfer

Data, statistics, and
machine learning are all
pieces of the puzzle
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Thank you for your time!
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