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Part |. Conceptual Framework

* What are the legal constraints stemming from privacy on the
collection and use of big data?




Part |. Conceptual Framework

3 themes emerge:

. that the concepts used in the larger discussion of privacy and big
data require updating;




Some emerging points..

* The term ‘big data’ is interpreted as a change in paradigm, rather
than solely as a change in technology.

* Assessing harm from privacy breaches is complicated by big data,




ome emerging points..

* The concept of notice is complicated by big data (notice to whom!
for what?),

* The concept of risk is complicated as individuals appear in various







More transparency?

* Legal considerations

 Ethical considerations

* Data owner agency considerations




Between Open and Closed

* Example |I: “Walled Gardens”

For protected data, ie. subject to HIPAA, limit access to authorized
researchers from independent groups to enable the verification of
scientific findings, within a walled garden.

* Example 2: “Data Lakes”

Department of Homeland Security approach: proactively tag
permission levels for each dataset in the “lake” e.g. core
biographical data, extended biographical data, DHS encounter data.
(Neptune and Cerberos pilots)



Parsing Reproducibility
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Supporting Computational Science

e Dissemination Platforms:

ResearchCompendia.org  |[POL Madagascar
MLOSS.org thedatahub.org nanoHUB.org
Open Science Framework RunMyCode.org

* Workflow Tracking and Research Environments:

VisTrails Kepler CDE |IPython Notebook
Galaxy GenePattern  Paper Mache
Sumatra Taverna Pegasus
* Embedded Publishing:
Verifiable Computational Research SOLE knitR

Collage Authoring Environment SHARE Sweave
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