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What are Mobile Medical Applications (MMAs)?

• Software that is meant to be installed directly on mobile devices (e.g. 
smartphones, smartwatch, tablet) for the purpose of interfacing with other 
hardware (e.g. internal hardware on the phone, hardware external to the 
phone) that can be used for measuring or providing medical information.

• The medical information provided by the software can vary depending 
upon the type of device, where the software is installed, and the 
functionality of the software.

• Examples: balance application that provides scores for different balance 
exercises; cardiovascular application for detecting atrial fibrillation (heart 
condition); mobile application for identifying the owner of dental dentures 
in the situation where they are lost 

• More examples can be found in [1], [2]. 
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Stages for Mobile Medical Application 
Construction

Development (Building) of Software

Fine-tuning of Software (may be incorporated as 
part of the development process or may not be 

needed, depending upon complexity of software)

Pivotal Clinical Validation of Fixed and Finalized 
Software

The bottom box in the above figure will be the focus and scope of this presentation.
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Why the focus on pivotal clinical studies?
• Mistakes could be made in the internal validation of software (i.e. assessment of 

software performance using the data collected for developing, training, and/or 
fine-tuning the software) [3], [4], [5].

• Estimates of performance obtained during development may not be 
generalizable if the data collected for developing software are not representative 
of the expected use of the software [6], [7].

• Some have said that internal validation has other limitations [6], [7].

• For these reasons, it is important to evaluate the external validity of the software 
(external validity: “ability to maintain accuracy when applied to patients and 
settings different from those on which the models were developed” [6]), which is 
the aim of pivotal clinical validation studies. 
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Two Key Aspects for Pivotal Clinical Validation 
Studies

1) Pivotal clinical accuracy study
• Assessment of the concordance between the MMA and clinical reference 

standard for a particular target condition of interest when the study is 
designed and conducted according to a particular context of use and setting 

• Clinical reference standard is best available method for ascertaining the target  
condition of interest [8] and is determined by the clinical community and is 
expected to differ for different target conditions of interest.

• Using the framework in slide 4, MMA is fixed and finalized before 
commencing the pivotal clinical accuracy study to avoid bias [8], [9]. To avoid 
bias, the pivotal clinical study uses individuals completely separate from those 
used for developing the MMA [8], [9].

• Usually for clinical accuracy, paired design is used, where measurements are 
recorded from the reference standard and MMA for each subject. 
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Two Key Aspects for Pivotal Clinical Validation 
Studies

1) Pivotal Clinical Accuracy Study
• When the MMA and clinical reference standard (CRS) can be 

considered as binary (e.g. positive for the target condition of interest, 
negative for the target condition of interest), sensitivity, specificity, 
positive predictive value (PPV), and negative predictive value (NPV) 
point estimates are computed, along with confidence intervals [10].

Sensitivity = Pr(MMA+ | CRS+)
Specificity = Pr(MMA- | CRS- )
PPV =            Pr(CRS+    | MMA+)
NPV =           Pr(CRS- | MMA-) 
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Two Key Aspects for Pivotal Clinical Validation 
Studies

• Typically for MMAs with a continuous output, Deming regression 
analysis [11] and Bland-Altman plot [12] are performed.

Note: In recognition of the importance of the clinical reference 
standard for defining clinical accuracy, if a comparator used for a study 
is not the clinical reference standard, then the study is called as a 
clinical agreement study [8]. Similar study design could be used as 
described on the previous slide, but the nomenclature for statistical 
analyses changes to recognize the change in comparator [10]. 
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Two Key Aspects for Pivotal Clinical Validation 
Studies

2) Measurement Validation
• Characterization of various aspects associated with a medical test’s 

ability to measure what the medical test is designed to measure
• Multiple assessments and studies for medical tests are considered to 

be part of measurement validation [9], including precision.
• Precision for all medical tests is “the closeness of agreement between 

replicate measurements on the same object (e.g., sample, subject) 
under specified testing conditions” [9], [13].

• Multiple variables (factors) usually are included for a precision study 
(e.g. operator, medical test making measurements, subject, etc.). 
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Two Key Aspects for Pivotal Clinical Validation 
Studies

• Goal of statistical analyses for precision studies is to separate out and 
estimate variability due to measurements made by medical test from 
the variability due to other factors/variables (e.g. operator, subject 
being tested)

• To accomplish this goal, typically use random effects models for 
statistical analyses of precision studies. 

10



Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

• Study enrolling a non-representative sample of individuals for assessment 
of clinical accuracy 

Example: inflating the percentage of individuals with target condition       
of interest for a pivotal clinical study compared to what would be  
expected  in the target population at large (called as an enriched 
study)

Example: enrolling only a particular subgroup (e.g. males) for a pivotal    
clinical study 
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Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

Remarks about the use of a non-representative sample: 
a. Non-representative sample could introduce spectrum bias for the 
study design. 
b. Spectrum bias refers to the phenomenon where the spectrum of 
target condition of interest for the pivotal clinical study may not be 
representative of the target population at large [14-16]. 
c. Spectrum bias is known to introduce bias for sensitivity, specificity, 
PPV, and NPV [14-16]. 
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Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

• Using case-control study design for the pivotal clinical accuracy study

a. Raises concern about spectrum bias [14-16]. 

b. Could introduce bias for estimates of clinical performance [14-19]

c. Other concerns with the use of case-control study designs for  
pivotal clinical accuracy studies are in [17- 19]
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Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

• Use of stored data from registries or databases for clinically validating MMAs, 
where there is some type of comparator and MMA result on the same subjects 
collected from the past (here, subjects for development of MMA are completely 
separate and independent from the stored data proposed for the pivotal clinical 
accuracy study)

a. If the comparator used varies across subjects, then this could introduce bias in 
the comparison between the MMA and comparator. This situation also 
introduces difficulty in interpreting results since the comparator is inconsistent.

b. Version of MMA used for the stored data could differ from the current version 
of the MMA, which could introduce difficulties for generalizing results to the 
target population at large for the current version of the MMA

c. Other concerns with the use of stored data are given in [9].
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Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

• Going back to the same stored dataset for assessing the external validity of 
clinical accuracy for new versions or iterations of MMA (here, subjects used 
for development of MMA for all versions of MMA are all completely separate and 
independent from the stored dataset described here)

a. Use of stored data for assessing external validity may not be independent of 
development since knowledge of the validation set (i.e. stored dataset described 
in the above bullet point), indirectly or directly, may influence development; could 
introduce bias

b. Using the same stored dataset for validating new versions of the MMA may not 
reflect the characteristics of the current target population and/or current clinical 
reference standard since these characteristics are expected to change over time. 

c. Other concerns with the use of stored data are given in [9].
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Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

• Random splitting of master data set into training and validation

a. Inefficient use of data since not all data are used for validating [20], 
[21].

b. Creates more similarity between training and validation sets than 
what would be expected if an independent clinical study were 
performed for assessing the external validity of the MMA [20], [21]. 
This is because randomization balances observed and unobserved 
variables, which can introduce difficulty in generalizing results [20], 
[21].
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Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

• Use of post-hoc analyses (i.e. analyses performed that were 
motivated or inspired only after examining the contents of the data) 
of the pivotal clinical accuracy study (e.g. subgroup analyses) for 
supporting clinical performance claims of the MMA 

a. Jeopardizes the integrity of results and pivotal clinical study [8]
b. Could potentially inflate statistical type I error [8]
c. Raises questions about generalizability of results to the target 

population at large due to potentially overoptimistic estimates 
of performance  [8]
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Challenges with Pivotal Clinical Accuracy 
Studies for MMAs

• Tailoring/modifying MMA using data from pivotal clinical accuracy 
study 

a. Jeopardizes the integrity of results and pivotal clinical study [8]
b. Could potentially inflate statistical type I error [8]
c. Raises questions about generalizability of results to the target 

population at large due to potentially overoptimistic estimates 
of performance  [8]
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Challenges with Clinical Precision Studies for 
MMAs

• Separating sources of variability so that variability of measurements due to MMA is assessed

Example: For assessing balance, MMA is designed so that mobile device is attached   
or held by the individual whose balance is being tested. Since the operator of the      
MMA is the one being tested, it is difficult to separate subject variability from the 
variability due to operator and the variability due to the measurements made by the MMA     
for the statistical analyses. All three of these factors are conflated together.  

• Most MMAs are marketed directly to consumers (those without formal healthcare training). 
Differences in the manner of operation of the MMA due to the user and/or due to the type 
of mobile device used could introduce additional variability for the precision study results 
and may not be possible to separate from the variability due to the measurements made by 
the MMA for the statistical analyses. 

Example: hearing app
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Summary

• MMAs are a diverse class of products that are increasing in importance 

• Validation (i.e. assessing external validity) of MMAs has been and will 
continue to be an essential component 

• Using independent sets of subjects for validating and developing MMAs is 
not enough – important to think and plan regarding where, how, and what 
data are collected for validation and also what previous activities were 
conducted with the proposed validation data
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Note

• The challenges discussed in the preceding slides are not meant to be 
exhaustive or comprehensive. Also, the concerns raised for each of 
these challenges are not meant to be exhaustive or comprehensive. 
Rather, the preceding slides are meant to highlight some of the most 
common challenges and some of the major concerns encountered for  
the validation (i.e. assessment of external validity) of MMAs. 

• Also, the challenges for the clinical accuracy study discussed in the 
preceding slides also are applicable to other medical tests. The 
references listed in the next two slides provide details about this.  
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