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LITERATURE REVIEW 
Researchers Applicability of Regular Expressions

Han, Katoen, and Berteun (2009) Easy to understand, and very compact to apply 
successive state elimination

Punithan, Kim, Kim, and Choi (2016) Represent prevalent and complex attacks

Ko, Jung, Han, and Burgstaller (2014) Allow the specification of a potentially infinite set of
strings (or patterns)

Alazab, Hobbs, Abawajy, Khraisat, and
Alazab (2014)

Deploy signatures that would represent all mutants
of a pertinent attack to detect high false-positive 

Han, Katoen, and Berteun (2009) and
Ko, Jung, Han, and Burgstaller (2014) 

Deterministic finite automata technique to find and 
convert a regular expression

Singh, Kumar, Singla, & Ketti (2017) Use memory-based architecture to speed up



Methods – Abbreviations and Acronyms
DLP      = data loss prevention
PII        = personnel identifiable information

Regex  = regular expressions represents a specification of a potentially   

infinite set of  strings
E          = base of natural logarithms (2.7183)

Λ = number of PII attempt violations detected using regular expressions

k          = number of days in which the PII attempt violations were detected
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PII Regexes

Social 
Security

True 
positive

False 
positive

Credit Cards
True 

positive
False 

positive

Driver 
Licenses

True 
positive

False 
positive

Mother 
Middle 
Name

True 
positive

False 
positive

PROPOSED FRAMEWORK



METHODS – RESEARCH QUESTION
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The study examines whether the Poisson and Gamma-Poisson Distributions 
explain the use of regular expressions (regexes) to detect the probability of PII 
violation attempt for a data loss prevention.

When, 
(1) the event of PII attempt violations can be counted in whole numbers; 
(2) the occurrences of PII attempt violations are independent, so that one PII 

attempt violation occurrence neither diminishes nor increases the chance of 
another; and

(3) Poisson-Gamma model simultaneously describes the PII attempt violation 
occurrence and intensity at once and a suitable model for zero inflated data 
which reduces PII violation attempts.



Results: Regexes
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Conclusion
 Probability density function may support organizations with PII attempt violations. 

 Social security regex required closer attention to detected true and false positive PII 

attempts violations 

 Credit card and driver license regexes exhibited a limited number of false positives 

PII attempt violations 

 Mother middle mother name regex is the most difficult parameter to control in the 

prevention and detection of PII attempt violations. 
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